The Power of
Git/GitHub/GitLab
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Presentation Notes
Hello and welcome everyone.

I am Nathan DiGilio, the president of the computer science club here at Behrend. 

We will be giving a high level presentation on the tools programmers use for organization, specifically git, github, and gitlab.


The Need for Organization

e Every project needs organization. It prevents unnecessary
mistakes, minimizes confusion, and increases productivity.

e Programmers organize their projects by using something
called version control systems.

e These systems make it so a group of programmers can work
on the same software without the confusion of making sure
everyone is working on up to date code.
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Presentation Notes
All professions need organization to prevents unnecessary mistakes and minimizes confusion.
Programmers use something called version control systems
A version control system allows a team to keep their code in a central and easy to access location. 
This allows for everyone to work on the most up to date code.





The Need for Organization

e |t allows programmers to edit the same files as well, and doesn’t overwrite
the progress of another team member.

e \Without version control, it is similar to making an entire project in Word. You
would need to save and send the document to other team members every
time you make a change.

e \ersion control systems act somewhat like Microsoft’'s OneDrive, where the
team saves their code and everyone can get the updated version.
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Along with working with the most up to date code, git also allows multiple people to work on the same files at the same time.
Without one of these version control system, working on projects would be a lot like working on a word document with someone. 
You would write a piece of the document then upload it to them. 
They would have to download it and add what they wrote, and repeat the process.
Version control systems are closer to Microsoft OneDrive where you can work on a file without overriding others work. 
Unlike how OneDrive updates in real time, version control systems require you to do the uploading. This manual update allows for more control and features.



What is Git?

e Gitis one of the most commonly used version control
systems.

e From the creators, “Git is a free and open source distributed
version control system designed to handle everything from
small to very large projects with speed and efficiency.”

e Git uses different commands, such as stage, commit, pull,
push, etc to organize a project. We will go more in depth later.
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So what is git?

Git is the most commonly used version control system. 

The creators describe it as “a free and open source distributed version control system designed to handle everything from small to very large projects with speed and efficiency.

Gits is controlled by a multitude of different commands which we will get into later.


https://git-scm.com/
https://git-scm.com/about/free-and-open-source

Why use Git?

e Git helps keep projects organized, as well as providing a way to look back at the
history of your code if you want to undo changes or recover lost code

e It prevents members of a project from accidentally overwriting another member’s
work without saving their changes

e |t keeps a single up-to-date version of the project, so there is no confusion as to
which version is the most updated

e Team members can work on different subversions of a project known as “branches”
in which they can implement unfinished code without it affecting the whole project
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Git, like other version control systems helps keep projects organized and provides a detailed history of the project. 

This helps when an update to the code causes more errors than expected, because you can just grab the code from before the update.

Git also gathers many changes to a file in a single up-to-date version of it. 

Different team members can also make subversions of the code called branches.

Branches allow programmers to experiment without affecting the working copy of the code.



Why use Git?

Companies & Projects Using Git

Google Microsoft , Linked[[). NETFLIX ‘a@\ M@H_ “
&\ ,£ ‘.é'GNOME @p;: {.K X
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As you can see many of the largest software companies are using git. This is why we think you should at least familiarise yourself with git.



Cloning

e Using the “clone” function is the first step of working on a
project, and it allows you to download a copy of an entire
project, and initialize git to track changes made in that folder
and connects it with the repository.

e This allows you to immediately begin working without
worrying about setting up git and manually connecting it to a
repository.
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Cloning is the start to working on any project. 

Cloning takes a copy of the entire project and puts in on your local machine. It also tells git to start tracking changes to the folders and connects it to the code repository you cloned from. 

This takes care of the hassle of setting up the connection manually and allows you to start working on the project immediately.



Branching and Merging

e Branches are used to work on a project without affecting the
main code by committing their changes to different, separate
versions of the codebase.

e This allows someone to write unfinished or unpolished code
on a separate branch from the main codebase (which is on it's
own branch named “main”) and test out some ideas without
breaking the main code.
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Branches are created to set aside a copy of the code that can be edited and changed without it affecting the working copy of the code.

Branches maintain all the same features the main code has, in fact the main code is its own branch called main. 

This new copy of code is great for testing fixes for bug and developing new features. 



Branching and Merging

e You can break projects up into pieces like:
Production, testing, and branches for normal
day to day work.

master

develop

e New features could also be in another
branch. This allows you to switch in between
developing the new feature and working on
the main branch seamlessly.

topic

e [f the new feature or experimentation does
not end up working you can just delete it
without issues.
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Teams will often break a project up into smaller pieces using branching. A common example would be breaking a project into production, testing, and new feature development.

The production branch is where the finished product sits. This is the pristine version of the code that we branch off of to avoid breaking it. The testing branch is where the bugs are found and fixed. The last branch would be where most the usual work happens. In this branch they would work on the latest features or trying to improve old code.

Once the changes on the branches are ready to rejoin the code it branched from, it can be merged back. In our example, when a new feature would be considered finished, it would be merged back into the testing branch. 

The new feature would then be ready for testing and eventually merged once again into production.



Commits

e “Commits” are snapshots of different versions of a project’s code.

e Every time a project member commits their changes, they first
“stage” what changes they wish to upload, and then write a
message that describes these updates.

e These messages help keep an organized log of what has been
done on a project.

e After creating a commit, the changes are still not seen by any
other project members. The “push” command will take care of
this.
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Commits are the first step to having your changes be seen and used.

Commits are where you group different changes in your code and get it ready to upload them.

It starts with picking the files you want to upload and put them in the staging area. In this area you add a message that describes the changes that have been made.

This process keeps a detail log of what changes have been made to a program. 

These commits are not seen until we use the push command.



Staging Area r

git add

e Git has something called a staging area. |_> 2

This is a intermediate area where commits git commit
can be reviewed and edit them before
completing the commit. ‘J

e You can stage some or all of your change
files making it easy to group logically similar Bt liaa
changes into multiple commits.

e This functionality is not required though. :
You can just directly commit all changes to
the main code.

git commit -a
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I mentioned the staging area on the previous slide but here we will get a little more in depth. This area lets you review the code you are about to upload. 

In this area you can change the message that is going to accompany this set of changes. You also want to group changes that are similar in nature and separate those that are different. 

This staging area makes that easy seeing each of the files that you plan on uploading. This is an optional feature though. You can just commit all your changes without using this, but is can result in a more unorganized upload.



Push/pull commands

e After making a commit, the user’s changes are still only seen
by themselves and not other members of the project.

e In order to share the changes, the user must “push” their
changes to the repository.

e For other members to receive their changes on their own
machine, they must “pull” the changes from the repository,
which will download any commits from other members onto
their computer.
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The push command is the final step in making it so your changes can be seen by others. The push command takes what you have in the staging area and sends it to the code repository. 

This will make you code available to the other members of the team. To get these changes though, you have to use the pull command. Pull goes and downloads all the changes made by other team members.



Advantages of Git

Now that you understand the basics of Git, what makes Git
superior to alternatives?

e Small and Fast
e Distributed

® Data Assurance
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So why do so many people and companies use git? Well git is small and fast, distributed, and has data assurance.



Small and Fast

e Git performs all of its operations locally giving it an advantage on
systems that communicate with servers for project management.

e Git was written in C to be fast and designed from the beginning
to handle large projects, such as the Linux Kernel, which uses Git
and is available on GitHub.

e Although Git is slower on the initial clone because it downloads
the entire history of the project along with the current version,
when compared to Subversion, another version control system, is
Git is one or two magnitudes faster.
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What I mean by small and fast is unlike other version control systems git does all the operations locally. Meaning it does not have to reach out to a server every time it needs something. 

Going to the server many time, especially on slower networks, can cause delays in the process. Git was written in C which is widely known for its speed and efficiency.

From the very beginning git was designed to handle large projects quickly. It was originally designed for the linux kernel which is a large project behind the linux operating system. Earlier we saw the large software companies that use git. Their projects are huge but git can still handle the workload.

The one downside of git is the initial clone step. Instead of just getting just the most up to date version, git downloads the entire history of the project. Although this could take longer, it allows you to see how the project has been developed and improved.



Distributed

e The first step to working on a project is cloning the project.

e Because this is the first step, every worker has a full backup of the
project. If the main project is lost, there are many backups ready
for use.

e Many different styles of workflow arise from the easy branching.
Such as: Subversion Style Workflow, Integration Manager
Workflow, Dictator and Lieutenants Workflow.

e These different styles are a topic for another presentation but |
wanted them included for those who are interested.
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Because the first step of working with a git based project is cloning, everyone on the team has a copy of the project. 

This is what they mean when a project is distributed. If the original is lost every team member should have a back up that could quickly be uploaded.

This would minimize the time the project is down. There are also different ways to distribute the code. Such as the subversion-style, integration manager, and dictator lieutenants workflows. 

The example we have been using so far in the presentation is closest to a Subversion-Style Workflow, where each developer has access to the main code and make their contributions directly to the main code. In a possible future presentation we could go more in depth into the pros and cons of different styles.



Data Assurance

e Git uses a data model that ensures the integrity of the project.

e Git checks the “integrity” of every file that is put it in and again
when you take it out. This means you can’t get anything out of Git
that was not put in.

e It is not possible to change the file, date, commit message, or any
other data without changing the ID of everything after it, making
it impossible to hide a change from others.

e If you have a commit ID, you can see if the project or any of its
history has been changed since that last commit.
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Git makes sure you data is safe by using a data model that ensures the integrity of the project. This means git verifies every file you put in and take out. In short this means you can not possible get anything out that you did not put in there.

It is also not possible to make secret changes. After each change to the project the commit id is changed. This extra protection is helpful because not all development is done in house. 

A lot of companies outsource their development, and this protection ensure those developers can't secretly put malicious code into the project. The same applies to open source projects, with the project open to the public you do not want the project to be ruined just because some wanted to break it. You will be able to tell if has been changed.



Sum Git Up

e Gitis controlled by many different commands, like clone, commit,
stage, push, pull

e You can split the project into different branches
e Git was designed to be small and fast

e Nextto impossible to lose and entire project because the project is

distributed

® You can easily see if the project has been changed with its data
assurance
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To sum git up. Git is controlled by many different commands, such as clone, commit, stage, push, and pull
A project can be split up into many different branches.

Git is small and fast and makes it hard to lose and entire project

Git also protect your project from developers that are trying to sneak a upload into the project

So now time for github.



What is GitHub?

e GitHub is a web based software development management tool
and code repository

e GitHub provides hosting for your project’s code, as well as a way
to visualize changes, report bugs and issues, feature requests,
wikis, etc.

e It can also be used to find other projects, or recruit others to help
work on your own project.

Sl:ripe Pinterest EWE JL Mercedes Benz PeGG ~Z TELUS
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Github is a web based software development management tool. 

Just like Git, Github provides a place to host your projects, but also has some additional features.
Like providing an interface to visualize changes, report bugs, and request features for development.

It also is a great to find help for your own projects or to get experience working by helping with other’s projects.


Project Files

GitHub's project files are typically E—
organized within a repository. Coe 1 Ml 68 ©

A Repository is a collection of files, folders,
and metadata that make up a project.

The repository can be thought of as a
container that holds all the project files,
including source code, documentation,
images, and other assets.

GitHub repositories can be either public or
private
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Github also helps you stay organized by sorting your files in a repository as a normal file explorer would on your local machine.

The repository contains all the folder and files the project needs.

The Github repository can also be configured to be public or private


Commit history

e Commit history refers to the record
of changes that have been made to a

¥ master ~

mits on Feb 26, 2023

COd e re pOS ito ry Ove r ti m e Merge tag ‘rproc-v6.3' of git://git-kernel.org/pub/scm/linux/kernel/g... -

@ torvald

e \When a developer makes changes to
the code, they can create a new
commit that records those changes.

e It includes information about who st sty o ity 06D oo il
made the commit, when it was made, @ mmmm—
and a description of the changes that
were made. B bt e o et
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I talked about commits earlier with Git. Github also provides a detailed list of all the commits on a project. 

Having a clear and well-organized commit history is important for a number of reasons. 

It allows developers to easily track changes to the code over time and revert to earlier versions if needed. 

It also helps team members collaborate more effectively, by allowing them to see what changes others have made and how they fit into the overall codebase.


Pull Requests

e Pull requests let you tell others about changes
you've pushed to a branch in a repository on pulrequests @) © Actions [ Proecs © Securty 1 nsighs
GitHub. This would be done when you want to R
merge a branch that you have made changes s
on.

Filters + ) © Labels (0 P Milestoneq

i3 3100pen v

e Once a pull request is opened, you can discuss
and review the potential changes with
collaborators and add follow -up commits
before your changes are merged into the base
branch. improvatteadability of socket o

1 Fix for packets being rejected in the ring buffer used by the xHCI co...

! Update .clang-format

} Remove Intel unavailable hardware from SDIO IDs

! fix "unsigned” warn when running independently

e Start a new feature or propose a change to
existing code with a pull request —a base for
your team to coordinate details and refine your
changes.

! Add support for USB modems using Conexant CX06836
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Pull request are just one of many of the features that promotes collaboration. A pull request allows you to tell others about the changes you just made to the project. 

Pull request are especially important when trying to merge back into an branch. This is an extra safeguard to make sure that the merge goes through smoothly.

Pull request are also used used as a discussion ground for the specific change. 


Code Review

On GitHub, lightweight code review tools are
built into every pull request.

i:l base: master v “ee compare: blue-ally v v Able to me
Your team can create review processes that
improve the quality of your code and fit neatly
into your workflow. Calgefiost
Pull requests are fundamental to how teams wiite | Preview
review and improve code on GitHub. . _ _
Opening to == new color variables to increas

Evolve projects, propose new features, and
discuss implementation details before changing
your source code.
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Code reviews are a part of every pull request. This how a team check the logic of the changes from other team members. 

Different teams can also configure different styles of code reviews.

Code reviews are just another way for bugs to be caught before they can cause a problem.


Issues

GitHub Issues is a feature of the GitHub
platform that enables developers and
teams to track bug reports and pull
request.

When a user identifies an issue with a
project a ‘ticket” will be created.

Other members of the team can then
review the Issue, ask questions, or provide
suggestions for how to resolve it

®© Closed Tracked in (O #920 Updates to aliens and cannon game logic

@© closed Tracked in © #920 Engine prototype (physics, rendering)

© closed Tracked in © #920 Update collision logic

New rendering engine #920
O 301 3 tasks

‘ lerebear commented 5 days ago (@) o

Epic description

Now that we've decided on our new rendering engine (see #824), we
have some follow-up work to do. Let's use this issue for tracking. I've
taken a first pass at outstanding todos here.

@ uUpdate collision logic #1752
© Engine prototype (physics, rendering) #1753
@© Updates to aliens and cannon game logic #1754

() 21 w26
L w3c /jireq
Code @ Issues 16 Pull requests 1 Projects 0 Wiki
Filters « is:issue is:open Labels Milestones
@ 16 Open v 2 Closed Author ~

@ space between head and page number |emata
#18 opened on 12 Jul by okumuralab

© How to do bunsetu-separated rendering Ellag
#17 opened on 1 May by r1Za

© Orientation of emphasis marks in sideways text
#16 opened on 7 Feb by r2a

@ Missing condition in section 3.3.8, first "f." [éffata
#15 opened on 22 Dec 2017 by emuller-amazon

© Typo in "There are to ways to carry out this." -> are two ways [effatal

#14 opened on 22 Dec 2017 by emuller-amazon

@ List style type.
#12 opened on 8 Dec 2017 by c933103

® Do emphasis marks swap sides when JA is embedded in ZH? [0

#11 opened on 1 Sep 2017 by r12a

Insight

Pr¢
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Issues is a feature that Github has that creates a place were issues or bugs can be posted and organized in one place. 

When a user makes one of these issues it creates a ticket. 
On this ticket team members will discuss the issue, ask questions, and ultimately fix the problem. 

Issues a great place for the team to collaborate and work on problem solving.




Issues

e Issues have threads attached to them that Y ——— o
aIIOW a Space for diSCUSSion for the iSSUe at The latest report from our testers is in and our sprite animations are a little off. Good

news is not by much, so we should be able to squeeze this into our current sprint.

h a n d @grrretel to share beta tester report

@cameronfoxly has a video to share showing before and after

L-:l 3tasks | Improve alien character controls

@chiedo to push the change and get the team reviewing
@) &3 ) #1

e By providing a clear record of who said
what and when, issues have threads that B) @ botocceatristo 4 inoxtrom O Sprn3justnow
can help ensure that everyone involved in & eecormenasaoon -
the discussion is held accountable for their P L T
contributions.

2 a chiedo mentioned this issue 4 days ago

. Zh;;: fd:::s:swde support for Ul #179588
e Once the Issue has been resolved, it can be

closed, either manually or automatically
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With many people commenting on the issues it creates a thread. 

These threads let the developers look at past information and gather new information to help fix the issue.

The threads also provide a detailed history of the issues just like how the commit history does.

After the problem is fix the issue can be closed manually or automatically.

Michael is going to take over for Discussions feature.


Discussions

Discussions is a feature of the GitHub platform e oo 07

that allows project maintainers and contributors ot

to have discussions about a project.

Discussions provide a space for people to talk o o Sooandcoop modes €D
about things that don't fit neatly into the project's A ————

issue tracker or pull request workflow, such as: N R
plement sustainability themes into the game
Ju QA amandaswan started 2 days ago in Art & Design
O featu re req u eStS B Game engine = Need help setting up the game engine on local €T
enstyled started 2 days ago in Game engine - answered

p rOJ e Ct g Ove rn a n Ce i Octoinvaders beta reglstratlon

O
5 commun |ty gu Idellnes @ tonyjaramillo started 5 days ago in General
O

general questions or feedback.
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Like issues, team collaboration and communication can take place in a more general way under the discussions tab on github
�
This space provides a place to suggest or request features
For maintainers and project leaders to communicate with their team
And set rules and standarts to be followed throughout development
any questions,and feedback can be spoken here


Packages

e GitHub's package feature is a simple and straightforward way to publish,
share, and consume packages of code, libraries, and other software
components.

e A Package is a collection of files that are bundled together and can be
installed and used by other developers.

e Once your package is published on GitHub, other developers can easily install
and use it by adding a reference to the package in their own code or project

Container registry
RubyGems registry

npm registry

GitHub Packages

@ Your packages, at home with their code =
- Apache Maven registry

Gradle registry

NuGet registry
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Once your project is “finished” it can be published as a package and utilized by other developers, so they can bother in your projects discussion tab about your “buggy unformatted” code. �
Utilizing packages You can install code from other developers and utilize it in your project
�So instead of reinventing the wheel a hundred times you can use someone elses code that is 10x faster that what you would have initially wrote�
Packages can be added to projects by using the tools in the packages tab to install the libraries you need��Once your code base depends on other peoples code your going to need some�


Security

Repository permissions: GitHub allows repository owners to grant different levels of
access to collaborators
o read-only access, write access, and administrative access.

Code scanning: a feature that scans repositories for potential security vulnerabilities

Dependabot: Dependabot is a GitHub feature that automatically scans repositories for
outdated or vulnerable dependencies

auth.js

Two-factor authentication

+ router.get('/verify', async (req, res) => {
+ const token = req.query.t;
+ const user = await User.findOne({ token });

Encrypted data storage

Code scanning
Database query built from user-controlled sources

Check failure on line 25 in server/apps/routes.auth.js
This query depends on a user-provided value.
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security�
Github provides a library scanning tool called dependabot which scans imported packages for potential vulnribilities��It can scan your code aswell�
Github also provides
�Repository permissions:
Read only, write, and administrative access
Write accesse, where you can create and edit branches
Administrative access to merge branches and manage the members on a project

Repos can also be set to private for closed source projects or for just your personal projects�
It encrypts your project and private data, so your private projects and account info is stores securely

And supports two-factor authentication which as annoying as it is, is actually super effective



Actions

GitHub Actions is a continuous integration and continuous
delivery platform that allows you to automate your build, test,
and deployment pipeline.

GitHub Actions lets you run workflows when other events
happen in your repository: you can run a workflow to
automatically add the appropriate labels whenever someone
creates a new issue in your repository.

Dev Codgyepo GilHubActions Docker registry
2 o commit [ Y buid b ush /) -

.0 ) ] 0 ] ) O L push o Event

Operator C\ustgr repo
. pull
: commit '\ sync
i '0 ; 0 ; ! w Deploy Agent w Weave Cloud
/ —_—
, b ‘ report
i deploy img:master-sha deploy img:~1.0
[ Deployment ! | Deployment

Job1
Step 1: Run action
Step 2: Run script
Step 3: Run script

Step 4: Run action

Job 2
Step 1: Run action
Step 2: Run script

Step 3: Run script

staging namespace | ; production namespace



Presenter Notes
Presentation Notes
Like automated code scanning��Actions allows for developers to automate certain processes of their project.��lets you create and run scripts and create a workflow for your project.��Which is important for continuous integrating continuous development and continuous integration into their projects.�
Also known as CI/CD development, something that many of you will deal with in your professional careers.�
These scripts would do things like�
Like pushing a project to a staging area when a bugfix is merged or like adding labels to be automatically being added to issues that are opened

Typically some sort of even triggers some scrip to be run


CodeSpaces

Codespaces offers a GitHub CodeSpaces, a clou-based
development environment that allows developers to write, run,
and debug code directly within their GitHub repositories.

o Code from any device

o Model, train, and analyze data

o Fix bugs right from a pull request

v environments that just work

CodeSpaces are designed to be flexible and customizable,
allowing developers to choose from a variety of pre -configured
environments or create their own custom environments.

The key benefit of CodeSpaces is that they allow developers to
collaborate on code in real-time, without the need for local
installations or complex setup procedures.
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You can also save time by using github’s�Code spaces which offers an online space for developers to collaborate on a web based development environment that allows developers to write and run code directly in their gitub repositories�
This means you can code from any device with a web browser��This means you dont have to setup your development environment everytime you move to a different machine 


CoPilot

e GitHub Copilot uses the OpenAl Codex to suggest = tiisoe
code and entire functions in real -time, right from your Ecteds e
editor. R ) R —

Results string
Failed bool
i

e GitHub Copilot turns natural language prompts into | N e .
Coding Suggestions across dozens Of |anguages_ func averageRuntimeInSeconds(runs [IRun) floatés {

var totalTime int
var failedRuns int

for _, run := range runs {
e This can help you learn the nuances of a language S,
you might be learning and deepen your e

understanding with ai generated comments. o

averageRuntime := floaté4(totalTime) / floatés(len(runs)
return averageRuntime

I
& Copilot
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You can even speed up the actual coding process with ai aswell��Intelligent code suggestions: GitHub Copilot uses machine learning to suggest code snippets and complete lines of code in real-time, based on the context of the code being written.�
Integration with Visual Studio Code: GitHub Copilot is integrated with Visual Studio Code, making it easy for developers to access and use the tool within their code editor.��Overall, GitHub Copilot is a powerful and innovative tool that is designed to assist developers in writing code more efficiently and accurately, while reducing the amount of time and effort required to write and debug code.


Why not just use git?

e Gitis a powerful tools, but github provides far too many
features to be ignored:

Cloud hosting

collaboration features

Community

CI/CD tools

Security

These features make github more than just a version control
system


Presenter Notes
Presentation Notes
Why not use Git, its simpler�Git is a powerful tool, github extends upon what git already provides
Like: � Cloud hosting
collaboration features
Community
CI/CD tools
Security�These features make github more than just a version control system




What is GitLab?

Git lab is a team based, security focused,
production -management system for software
development.

The open project helps millions of developers
work together in a collaborative virtual
environment.

Much like GitHub, GitLab is a hosting platform
for software development but in a more team
oriented way.

The platform is trusted by various fortune 500
companies.

v

& GitLab  Projects v  Groups v  Activity Milestones i
u ¥ GitLab.org > W GitLab Community Edition > Details
e A A GitLab Community Edition @ 0% #Unstar 5355 ¥ Fork
Project ID: 13083
6]
o I3 MIT License -0-85,950 Commits ¥ 2,231Branches ¢ 892 Tags (3 942.8 MB Files
GitLab Community Edition (CE) is an open source end-to-end software development platform with built-in version

n tracking, code review, CI/CD, and more. Self-host GitLab CE on your own servers, in a container, or on a cloud prov
P pipel gl coverage [787% N cil best practices passing | 4> maintainability chat |on gitter
Q

master gitlab-ce + History ~ Q Find file
Q
% g Merge branch '55257-fix-sm-button-sizes' into 'master' - @
o

Fatih Acet authored 28 minutes ago

(® README ® CHANGELOG (® CONTRIBUTING ® CI/CD configuration @ Security Dashboard

Name Last commit

& _github Address feedback about wording

& _gitlab Improve feature proposal template for improved ...

@ app Merge branch '565257-fix-sm-button-sizes' into '

W bin Make rails5 defailt in bin/* scripts
» ™ builds Add missing builds/ folder to fix backup tests
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Git lab is a
Open source  Web-based repository management 
developers to collaborate on projects
Used this over other tools for larger projects that have more management overhead
In a way similar to git hub with a git-based version control system
Packaged with a large selection of other tools that developers can take advantage of
This tools is trusted by fortune 500 companies that you may have heard of


What is GitLab? &

@
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Presentation Notes
Siemens goes to our career fairs�So if you are hired there this would be a good thing to know


Planning

Gitlab features an interface for the team to
suggest, plan, and track the
implementation of the features and bug

tech-marketing ++ > Awesome Co > Issue Boards

fixes of a project wertrring_~ ] s
> Open 20 A20  + > (Y Release #1 Oa A4
S u g g e Stl O n S Implement another endpoint. Add support for GET [settings
CE 2) €7 a-story PRFEY i
A5 X1 As
tech-marke fgitlab-agile-d ) ... #10 tech-marketi
P ri O rit &V APIBug Add support for GET Juser
4-bug 4-task ) @ 5-ready)
As f2
tech-marke fgitlab-agile-d: )} ... #11 tech-
Fix a bug. ¢ Mobile error UX on failed account creal
4-bug ) @0 5-ready) 4-task ) @ 5-ready)
As R 24n A 2

tech-market tlab-agil o #7 tech-marketi nos/gitlab-agile-demof
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Bug tracker
Implementations to be made 
suggestions 
Priority (so if a massive vulnerability or bug is discovered in your project that would obviously be a high priority, so team leaders can communicate to their members what they want done first )



Planning

GitLab's version control system helps teams
manage changes to their codebase, enabling
collaboration and tracking changes over

time.
File locking and source access control

Support milestones and code reviews

eeeeeee
aaaaaaa

nnnnnn

Commenting on lines| +51 ¢ |to +51

Write Preview

Have you considered using
set(dataset).intersection(other_dataset) to
speed up code execution? For loops here tend to be a bit
slow

Start a review \ Add comment now Cancel

Time tracking
No estimate or {

Labels
None

Lock merge req
& Unlocked

2 participants

23
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Which with code implementation you are going to want version control
Which allows managers to track changes over time
Management over main source branch is easily controlled because of the role-based team system that can delegate control to specific people
File locking and source access are essential to a secure code base
They also support milestones to motivate and show the progress of the project�
It also supports code reviews, which lets face it, we all need critique at one point or another


Automatic Releasing

Gitlab a helps automate the release and delivery
of applications that streamlining manual
processes.

Once the code passes all the tests and meets
certain predefined criteria it can be automatically
released to the production environment.

With zero -touch Continuous Delivery built right
into the pipeline, deployments can be automated
to multiple environments like staging and
production, and the system just knows what to do
without being told.

Preparin Buildin . Finishin
il g Transferring g

+ Transferring changed files
(I show file destinations?

Uploading test/test_nelper.ro

Available 2531 Stopped 15710

> Bareview 2530

v | production

(v) Success  LatestDeployed () #2783015 -0-2c6896d9 [7y E13)

@ Merge branch 'Imcnally1-master-patch-68876" into 'master' Upda

(@ Running () #1138716 -0- 8101c12b [} {511 year ago

@ Merge branch 'add-webpack-unused-var-docs' into 'master’
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Presentation Notes
Back to when we were talking about CI/CD in the github portion

In a typical continuous development pipeline, code changes are continuously integrated and tested in a staging environment. Once the code passes all the tests and meets certain predefined criteria, such as code coverage or unit test pass rate, it can be automatically released to the production environment.
Code can be released the moment it passes the criteria to pass, deployment can be simplified down to the press of a button if setup correctly
This is important for services like facebook, where the project must be live 24/7 
So if a patch is developed and it matches the criteria for releasing, it can be deployed as fast as possible 



Code Integrity/quality

Gitlab supports automated testing for code o

[(@passed | Pipeline #515636835 triggered 4 minutes ago by @ 1zik Gan Baruch

i n teg rl ty/q u al Ity - Merge branch 'tanuki' into 'main’

Tanuki

These tests include:
o Static Analysis
o Security Testing stk
o Dynamic Analysis pmm—
o Code Quality Analysis

@® 11 jobs for main in 17 minutes and 36 seconds

Pipeline Needs Jobs 11

Build

(© build

These tests allow project managers to provide fast 8
feedback to developers and testers about the quality of
their code.
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Presentation Notes
Now if every time some change was made to a code base some manager had to manually review the code, nothing would get done
Thankfully gitlab has automated this process with their tests
Test the quality & efficiency	
Static Analysis - code compliance									
Dynamic analysis - correction of bugs, memory issues, and crashes
				
Fast feedback and essential to a tightly written, bug free, codebase
	



Security

Security features are integrated directly into the
development life cycle. Letting project manages utilize the
following:

Vulnerability Report

e Static Application Security Testing (SAST)
o Scans applications code to find the root cause of . N —
vulnerabilities from “the inside out” NPRUPPR—
e Dynamic Application Security Testing (DAST) 3
o Simulates attacks throughout the front end to
detect vulnerabilities from the “outside in” T V -

Detected Status 4 Severity Description

testing

2022-04-14 Needs @ Critical CGontainers should not run with allowPrivilegeEscalation in order to
Triage prevent them from gaining more privileges than their parent proces

s
notes/templates/echo.yaml:24

e (Container Scanning
o Test for vulnerabilities on possible hosts for the
software

e Dependency Scanning
o Scans application and svstem denendencies for
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Presentation Notes
Gitlab extends its automatic tests to the security front
Static and dynamic - simulates attacks from the outside and inside of an application, like how the application would hold out security wise against an attacker from outside in, like if they were attacking a web interface, or inside out, where it would be the server itself that was breached

Container scanning: detects possible vulnerabilities that might be found on the host machine of a application

Dependency scanning: dependencies like libraries and it detects vulnerabilities in thoes, like an unsafe C library.


Pros of GitLab

e Comprehensive Streamline toolset
o Automatic testing

e Open source
e Self or cloud hosted

e Strong security features
o Role based project management

e Large active community of dev’s
o documentation & online resources

e Continuous development and
deployment

QP GitLabCl

Projects
Activity
Grou

Milestones

Merge Requests

Continuous Integration

Snippets.

Help

Profile Settings

21.stable

& Gemfile 1.35 K&

Gitlab Ci

Files

@ gitlab.com/ci <& th jl &
Continuous Integration Search Q ®
Search Q
100 projects
Project Name Last commit Access Commits
GitLab.org / GitLab Community Edition Op: ; | easabalf - 17 minutes ago @Public 3301
GitLab.com / www-gitlab-com @success | fb87ead6 - about 5 hours ago @Private 1644
GitLab.org / GitLab CI  failed | 753467bf - about 6 hours ago Q@Public 909
GitLab.org / GitLab Enterprise Edition ] db9369b2 - about 6 hours ago @ Private 129
GitLab.org / gitlab-ci-multi-runner @ success | 7312ab8a -4 days ago @public 223
gitlab-pivotal / p-gitlab-ee @skipped  b8f76842 - 5 days ago @Pprivate 133
gitlab-pivotal / gitlab-ee-bosh-release @ success | 686b659F -5 days ago GPrivate 139
GitLab.org / gitlab_emoji @ success | 73b6f369 - 7 days ago @Private 9
GitLab.org / gitlab_git uccess | b691ffca 7 days ago aprivate 86
awesome / explosions success | 56980354 10 days ago aprvate 29
GitLab.org / gitlab-shell @ success | 57bc5729- 11 days ago @Public 58
\
Commits Graphs 0 Merge Reatx wid Setings

> gitlab-ci 1 Gefile

Source 'https://rubygens.org’

def darwin_only(require_as)
RUBY_PLATFORM. include?("darwin') && require_as

end

def Linux only(require as:
RUBY_PLATFORM. include?('Linux') && require_as

end

gen 'rails’,

gen 'mysaq12", group

gem 'pg’,

ings

13.2.1;

group:

gen "settingslogic’

gem "devise’

gem 't

hin'

"

mysql
postgres

gem "unicorn®, "-> 4.4.0"

Ha:
gen “hanl-rails'

# Background Jobs

gen s

gem "sinatra’
gem "sidekiq’,

Sche

genm "ut

Lin®

e = ni1
o

auled
henever!, require: false

ean | raw | vame  nistory SR
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Comprehensive Streamline toolset
Automatic testing


Open source


Self or cloud hosted


Strong security features    
Role based project management


Large active community of dev’s
documentation & online resources


Continuous development and deployment




Cons of GitLab

e Steep learning curve
e Resource-intensive

e Limited free version features
o The free version comes with
limitations on the number of users
and projects, as well as some feature
restrictions.

e Limited customization
e Lack of third-party integrations

o Certain projects that depend on may
not work with the framework

[ ]
& A

FREE

A complete DevOps platform

S0

Juser/month

Includes
v Allstages of the DevOps lifecycle
v Bring your own Cl runners
v Bring your own production environment

v 400 Cl/CD minutes

Start now

]

* >

Premium

Enterprise DevOps with
compliance, approvals, and
auditing

$19

fuser/month
(illed annually at $228 USD)

All the benefits of Free +
~  Crossteam project management
v Multiple approval rules

v Multi-region support

v Priority support

+ 10000 CI/CD minutes

Buy now

L
4 °

Ultimate

Full DevSecOps with the most
features and support

999

Juser/month
(Billed annually at $1188 USD)

All the benefits of Premium +
~ Company wide portfolio management

v Advanced application security

v 50000 CI/CD minutes
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Steep learning curve


Resource-intensive


Limited free version features
The free version comes with limitations on the number of users and projects, as well as some feature restrictions.


Limited customization


Lack of third-party integrations
Certain projects that depend on  may not work with the framework




DEMO
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